Elétaon 102 — MaOnua 20

110.3 Ac@aAion 0EO0OUEVWY KOl
KQUTTTOYpA®non



H vanpeoio SSH (Secure Shell)

[Talowotepa ypnowonoieito n vanpecioc TELNET yio tpocPaocn ce
KEAVQOC AAL®V OIKTLOK®V KOUP®V. AVTN 1] LANPEGIA EYEL
coPapéc advVVOUIEC Y10TL ATOGTEALEL OAEC TIC TANPOPOPIES OE
KoBapd KelUeEVO Ympic Kauio KpLITTOoYPAPNoN. AVTO ATOTEAEL La
UEYOAN TPOTO, GTNV ACPAAELD, TOV GCLGTNUATOV

H vinpecio SSH €&yer avtikatactoel tnv TELNET ota coyypova
cvotnuata yoti mapEyel Kpvnroypdenon Anuociov KAgdion
(Public-Key Cryptography) kot dpo ac@AAEIR GTNV EXTKOIVOVIOL.
Yndpyovv 000 ek00cELS TNG: version 1 ko version 2. H mpatn ogv
Oewpeital apKeETA AoPOANG KOl GLGTIVETOL 1) ¥PNON TNS OEVTEPNC

H evtoAn ssh eivar o meAdtng mov cuvogetan 6to oaipova sshd yio
TPOGPac™m 6€ KEALPOC

Ymapyel Ko 11 EVIOAT] SCP Y10l AGPOAT], OIKTLOKT] LETAPOPL, OPYEIDV



2VVOEGT 6€ AAAOVS OIKTVUKOVG
KouPovg ue ssh

= H evtoln ssh eivail o meAdnc tov cvetruatoc SSH ko

YPNGUOTOLELTO Y10l TNV GUVOEGT] GE AAAN GUGTNUATO UECH
OIKTOOV

= $ ssh user @example.com # = ssh -1 user example.com
The authenticity of host 'example.com (10.0.1.50)' can't be established.
RSA key fingerprint is 47:e2:fd:2d:62:b8:b4:37:66:b2:c2:d1:59:a5:ab:98.
Are you sure you want to continue connecting (yes/no)?

= AV OOVTINOETE «yeS» OGTNV MO TAVE® EPMOTNOT TO TOL0 TAV® ONUOG1O0
KA1 Ba amoOnkevtel puovipa oto apyeio ~/.ssh/known_hosts kot
oev Ba epmtnBeite Covd. Metd Oa cog Cntnoel To dvoua ¥pno
KOl TO cLVONUOTIKO Yol VoL EVODEITE. AV QTAVINGCETE «NO» TOTE M

cvvoeon Ba drakomel Kol 0gv Ba evnuepmBel To apyeio
~/.ssh/known_hosts



Ta apysia prOuicems Tov ssh Kot
sshd

= /etc/ssh/ssh-config # apyeio pvOuicemc meAdtn ssh
Port 22 # n tpokabopiouevn Bupa tov ssh
Protocol 2 # cOvoeon o€ otakouiotég ue SSH version 2 uovo
= /etc/ssh/sshd-config # apyeio pvOuicemc oaipova sshd
PermitRootLogin yes # pvOuiocte 10 6€ no yio ac@AAELDL
PubkeyAuthentication yes # evepyomoinon motomoinong
ONUOGLOV KAELOLOD
Protocol 2 # cOvoeon melatwv ue SSH version 2 uovo
X11Forwarding yes # Ynootnpilel TNV EKTEAECT] YPOPIKDOV
eQaPUOY®V 01 01oieC O TpEYoVV 6To orakoulet] SSH aAld
Ta, Topabvpa Tovg Ba paivovtol 6To dKOULGTY) X TOV
wehdtn SSH. Anevepyomomote 10 v 0gV YpetdleTon
= /[etc/ssh_known_hosts 1] /etc/ssh/ssh_known_hosts # ko0oAiko
aPYELO YO TNV EIGAYDOYN TOV YVOGTOV KOUP®V UE T
ONUOGLH KAELOTA TOVG



AGQUINS OVTLYPOPT] OPYELOV UE SCP

H evtoln) sep pog fondd otnv ac@airn avitypaen apyeiov arxd uo
UMYV GE QAAN

$ scp mydoc.odt user @example.com: # avtiypoen Tov apyeiov
mydoc.odt 6T0 TPOGOTIKO KATAAOYO TOV ¥P|OTN USer GTO
olakoutotr) example.com. To couPoro “:” eivor ToAD
CNUAVTIKO KOl Y®PIG 0VTO 1 SCP CLUTEPLPEPETAL ATAN GOV
Vv cp

$ scp mydoc.odt user @example.com:Documents # ovtrypagn tov
apyeiov mydoc.odt 6to katdAoyo Documents kdtm omod

TOV TPOCMOTIKO KATAAOYO TOL YP1GTT) USer

$ scp user @example.com:Documents/mydoc.odt . # avtiypaen Tov
apyeiov mydoc.odt and T0 katdAoyo Documents oto
olakoulotn example.com, 6to TPEYOV KATAAOYO TOV
TOTTLIKOV GUGTHUOTOC



Kpuvratoypapnon Anuocrov Kigrotov

= H Kpvatoypdenon Anuociov KAigioiov (Public-Key Cryptography)
eVOIL U0 TEYVIKT] ACOUUETPN S KPVTTTOYPAPTGNG TOV
ypnowomnoteitoan awd SSH, SSL, PGP, GPG «ktA

= Xpnowomrotovvtal ot alyopiBuot RSA, DSA kot ECDSA

= Mo yevvnTplor KAEWOIOV TOPAYEL OVO0 KAELOIA OOV 1) KPVTTOYPAPN O
UE TO €VOL ATOKPLATOYPAPEITON UE TO AALO. To Eva eivar ONUOG10
KOl UTOPEL VoL TO 0€L 0 KOOEVOS Kot TO AAAO EIVOL 1O1MTIKO KO OEV
TPETEL VOL OLOPPEVGEL GE UT EUTLOTO ATOLOL
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Kpvatoypapnon Anuociov Kigiowov
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Kpvatoypapnon Anuociov Kigiowov
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Anuoco Kot IowtmTika KAEOW0 6TO
SSH

= Meg v npotn ektélecn Tov daipova sshd awtog Oa onuovpynoet
onuocta kol IOtk RSA kot DSA kAgowd. O nmpokabopiouévog
aAyopBuoc eivar 0 RSA

» # 1ls -la /etc/ssh/*key*

—rW——————— 1 root root 668 2011-08-28 13:40 /etc/ssh/ssh_host_dsa_key
-rw-r——r—— 1 root root 605 2011-08-28 13:40 /etc/ssh/ssh_host_dsa_key.pub
—rW——————— 1 root root 1679 2011-08-28 13:40 /etc/ssh/ssh_host_rsa_key

-rw-r——r—— 1 root root 397 2011-08-28 13:40 /etc/ssh/ssh_host_rsa_key.pub

= Ortav cuvoeduaoTE Y10 TPOTN POPd. 6€ Eval otakouot) SSH avtoc

uac Otvel To ONUOGLO KAELDL TOV, Y10 VO KPUTTTOYPOUPT|COVUE TNV
emkovovia poali Tov.

= Avto anofnkedeton povipa oto apyeio ~/.ssh/known_hosts kot peta
EMAVOYPNCLOTOLEITOL.

= Av 10 KAEWO18 0wt 0AAAEOVV, TO GOGTNUA Oal LG OMGEL Lo, VGTNPN
Tpogomoinomn kot Oa apvnOel va cuvoebel



2VVOEGT] UE AP O TLOTOTOINGNS
ONUOGLOV KAELOLOV

= To SSH napéyetl o1dpopovg tpomovg miotomoinong (authentication).
ExTtOC 0o TNV Topa00G1aKY TIGTOTOINGT UE OVOUO YPNGTN Kol
GLVONUOTIKO LITAPYEL KOL 1) TIGTOTOINOT ONUOGLOV KAELO10V
= yioryos@local:~$ whoami # o tomikdg ypriotnc givot o yioryos
yioryos
= yioryos@local:~$ ssh-keygen -t rsa -b 2048 # onuiovpyia Cevyovc
KAEO1DV
Generating public/private rsa key pair.
Enter file in which to save the key (/home/yioryos/.ssh/id_rsa):
Created directory '/home/yioryos/.ssh'.
Enter passphrase (empty for no passphrase): # yopic ppdon kAeldi!
Enter same passphrase again: # yopic ppdon kAeoi!
Your identification has been saved in /home/yioryos/.ssh/id_rsa.
Your public key has been saved in /home/yioryos/.ssh/id. rsa.pub.
The key fingerprint is:
83:40:¢4:05:39:d8:58:¢c0:ed:d4:a0:40:6d:87:6c:a4 yioryos @local



2VVOEGT] UE AP O TLOTOTOINGNS
ONUOGLOV KAELOLOV

= yioryos@local:~$ Is -1 .ssh/ # 1010116 Ko dNudc10 KAELS
-I'W------- 1 yioryos yioryos 1679 Apr 4 22:35 id_rsa
-rw-r--r-- 1 yioryos yioryos 400 Apr 4 22:35 id_rsa.pub
= yioryos@local:~$ cat .ssh/id_rsa.pub | ssh user @remote.dom \
"xargs -1 {} echo {} >> .ssh/authorized_Kkeys' # emcOvaymn
ONUOG10V KAELW10V Y pNotn yioryos @local.dom 1o apyeio
.ssh/authorized_keys (ce kdmola cuotuata ivort
authorized_keys2) tov ypriotn user @remote.dom
user @remote.dom's password: # cuvOnuaTIKO Yp1GTN USer
= ssh user @remote.dom # €ic000¢ Y®pic K®O1KO!
Last login: Wed Apr 4 22:58:35 2012 from local.dom
user @remote:~$
= user@remote:~$ whoami
user



2VUVOECT] UE YPNOT TIGTOTOINGNS
ONUOGLOV KAELOLOV

= user @remote:~$ grep yioryos .ssh/authorized_keys

= ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQDBAfRMHpzJ6
NfnOCcBOjJE5Xxip03eHbIIDGnrpmyc8fWjGqwN3mZZ3Hz]
2fINJZJA6rdMEtlcGt1MgcPcLUqLx93jZr/Z1.3Me3d9e9Jretiv
JjcicFV4gU/2m3pQHylaKvyioGqytmtUKwEZzJzC+nZNK/Fd
+gIMUu6q8Py3QFspPBbINEw7cKgYKnSkOcV3Th4KAvYwz
o+ VIHuHISOMIfGDxId4m7C+DqMX1utdUJ7reYAGNWFIS
Ah7ajqVNDtOGAQC743BOBuyTdPrnLtFc1A45mR212P9PU
4iqYhiYpKLOxqK60eQIcomq/KcCz1+HPoY WPDq2EBSCW
AmaKLNQcb yioryos@local

= H o ndvo uébooog ivar yprioiun yio tnv EKTEAEGT GeEVApiVY amo
EVOL OLKOULOTY] GE AALO YWPIC TNV YPNGCT GLVONUATIKOV (TTY
backup), 6e GuoTOlYiEC OIKOUIOTOV 1 ATTAQ Y10 EDKOAL,



H evroin ssh-keygen

H evtoAn ssh-keygen ypnouomnoieital yio tnv onuiovpyio Cevyovg
OO TIKOV/OMNUOGIOV KAEOLDV TOGO Y10, TOV KAOE YpNoTn EEXY®PIoTA OGO
Ko yio, Tov oaipova sshd

$ ssh-keygen -1 -f .ssh/id_rsa # tpofoin TANpo@opidV Yo KAEIOLE
2048 a5:¢6:87:06:ea:d6:09:16:4d:29:25:31:e4:a0:1b:df
.ssh/id_rsa.pub (RSA)

Emloyéc:

-b # ap1Buog umit. Ipoxkabopiouévo 1024, cuotivetal 2048 kot dvm
-p # aAhoyn) epdong kKAE10V (passphrase)

-f file # xaOopiopoc apyeiov €600V

-C 'some comments' # kaBopioudc oyoAlmv yio KAEWOL

-N 'somelongpassphrase’ # Ka0opioUOc PpAGE®S KAEIO10D



Ieproootepn ac@arero ue ssh-agent

= To npoPAnua pe v uEB0OO TOL EIOOUE TPOTYOVUEVMS
etval 0Tl av KAmolog TapaPLdcel TOV AOYaPlocUO GoOgG 1
KaToAAPEeL T0 KEALPOC 60g Ba umopel va Umel 6€ AAAOVG
OLKOULOTEC Y WPIS KMOKO!

= To ssh-agent poc otvel Tnv ovvaTOTNTO VO OTVOLUE Ui
QOPA. TNV PPAGCT] KAELDL TOV VITAPYEL GTA, KAELOLA LOG KO
UETA VOL GLVOEOUNGTE OGEC POPEC BEAOLUE

= [ va yivel auto Oa mpEmel va ONAMGOVUE Ulo PPACT
KAEW1, N OO0l GUGTNVETAL VO, EIVOIL APKETA UEYAAT], KATA
TNV onuiovpyio Tov (evyoue kAeowmv uac pe ssh-keygen



Ileproocotepn ac@arero e ssh-agent

= $ ssh-keygen -t rsa -b 2048 # dnuovpyia Cevyovg KAEWOLHV
Generating public/private rsa key pair.
Enter file in which to save the key (/home/yioryos/.ssh/id_rsa):
Created directory /home/yioryos/.ssh'.
Enter passphrase (empty for no passphrase): [taneMiaForaMatiaMoy
Enter same passphrase again: ItaneMiaForaMatiaMoy
Your identification has been saved in /home/yioryos/.ssh/id_rsa.
Your public key has been saved in /home/yioryos/.ssh/id_rsa.pub.
The key fingerprint 1s:
83:40:¢4:05:39:d8:58:¢c0:ed:d4:a0:40:6d:87:6c:a4 yioryos @mypc
= $ ssh-agent /bin/bash # svepyonoinon ssh-agent ce kavodpylo kKEAVQOC.
[0 VoL TO EVEPYOTTOINGETE GTO TPEYOV KEAVPOG OOKIUAGTE
MV evtoAn) 'eval ssh-agent'
= $ ssh-add ~/.ssh/id_rsa # npocOnkn kAe1d100 oe ssh-agent. Av
tpéete amAd v 'ssh-add’ Oa TpootebBovV OAN TO KAELOWA.

AVT0 ypelaCETOL VO YIVEL UOVO TNV TPOTN POPd



SSH Port channels (Tunneling)

$ ssh -X user @10.0.1.50 # dvvotdTNTO EKTEAECTC YPOUPIKDV

epapuoywv oo otekoutotn 10.0.1.50 ue mapabvpa 6to
tomik0 otokoutotn X (X11Forwarding yes).

$ ssh -N -f -LL 2525:smtp.example.com:25 bob @ gate.example.com
# IIpowOnomn g tomkng Bupoag 2525 61N ATOUAKPVGUEVN
Bvpa 25 tov owakouloT) smtp.example.com pEécm tov
EVOLAUECOV OlOKOULGTY) gate.example.com

$ telnet localhost 2525 # 6o ue odonynost otnv ovoio otn Bvpa 25
TOL Ol0KOUIoTH smtp.example.com

$ ssh -L 3306:localhost:3306 bob @mysql.example.com
# ovvoeon g Tomikng Bupag 3306 ue v Ovpa 3306 6to
olakoutot) mysql.example.com

H ovvatotnta vt umopel va anevepyomonbel Le ty EXA0Y
AllowTcpForwarding no



EmAoyeg g ssh

-1 # kaBoprouoc ovouaTog ¥p1no

-X # OUVOTOTNTA EKTEAECTC YPOPIKDOV TPOYPOUUUATOV GTO
TOTIKO otokouotn X

-L # cOvoeon tomikng Oupag Ue AmoUoKpPUGUEV

-R # cVvoeon anouakpvouEvne BOpAC UE TOTTIKT)

-N # Na unv eKteAecTEL ATOUAKPVGUEVT] EVTOAN (Y bash)
-f # amocTOAN O1EpYaGiog Ssh 6TO TOPAGKN VIO

-V # avaAVTIKN TpoPoArn (xpMGIUo Yo ETIAVON
tpoPAnudTOV)



Epyaleto kpomtoypaenons Ko
motonoinons GPG

= To gpyareio GPG (GNU Privacy Guard) eival Eva

EPYUALELD KPLTTTOYPAPNONC KO TLGTOTOINGTG
APYEIOV KOl UNVOUATOV NAEKTPOVIKNG
aAANAOYpOaQioC.

= Xpnowonotlel kuplwg Kpvrrtoypagio Anuociov
KA£10100 Kol 6YE0IACTNKE GOV EVOALAKTIKT] ADON
oto PGP (Pretty Good Privacy)

= Mnopel va ypnoiuomoindel avtovouo aAAQ Kot oo
AAAEC EQUPUOYEC OTIMC TEAATEC NAEKTPOVIKIG
AAANAOYPOPLOG



Epyaleto Kpouwtoypaenons Kot
motonoinons GPG

= $ gpg —gen-key # nopaymyn (edyovg kAedivv GPG

Please select what kind of key you want:
(1) RSA and RSA (default)
(2) DSA and Elgamal
(3) DSA (sign only)
(4) RSA (sign only)
Your selection? 4
RSA keys may be between 1024 and 4096 bits long.
What keysize do you want? (1024) 2048
Requested keysize 1s 2048 bits
Please specify how long the key should be valid.
0 = key does not expire
<n> = key expires in n days
<n>w = key expires in n weeks
<n>m = key expires in n months
<n>y = key expires in n years
Key is valid for? (0) Sy
Key expires at Tue 04 Apr 2017 12:52:36 AM EEST
Is this correct? (y/N) y



Epyaleto Kpoumwtoypaenons Kot
motonoinons GPG

You need a user ID to identify your key; the software constructs the user ID
from the Real Name, Comment and Email Address in this form:
"Heinrich Heine (Der Dichter) <heinrichh @duesseldorf.de>"

Real name: Bob Crypt
Email address: bob.crypt@example.com

Comment: Bob the one
You selected this USER-ID:
"Bob Crypt (Bob the one) <bob.crypt@example.com>"

Change (N)ame, (C)omment, (E)mail or (O)kay/(Q)uit? o
You need a Passphrase to protect your secret key.

gpg: gpg-agent is not available in this session

We need to generate a lot of random bytes. It is a good idea to perform
some other action (type on the keyboard, move the mouse, utilize the
disks) during the prime generation; this gives the random number
generator a better chance to gain enough entropy.



Epyaleto Kpoumtoypaenons Kot
motonoinons GPG

R

vert

gpg: /home/yioryos/.gnupg/trustdb.gpg: trustdb created
gpg: key 1C877AA9 marked as ultimately trusted
public and secret key created and signed.

gpg: checking the trustdb
gpg: 3 marginal(s) needed, 1 complete(s) needed, PGP trust model
gpg: depth: 0 valid: 1 signed: O trust: O-, 0g, On, Om, Of, lu
gpg: next trustdb check due at 2017-04-03
pub 2048R/1C877AA9 2012-04-04 [expires: 2017-04-03]
Key fingerprint = 537D E04B 6852 4F7E 5880 AFAC E49A 1815 1C87 7AA9
uid Bob Crypt (Bob the one) <bob.crypt@example.com>

Note that this key cannot be used for encryption. You may want to use
the command "--edit-key" to generate a subkey for this purpose.



Epyaleto Kpoumtoypaenons Kot
motonoinons GPG

= $1s-l.gnupg
total 32
-TW------- 1 yioryos yioryos 9398 2012-04-05 00:46 gpg.conf

oy A - 1 yioryos yioryos 646 2012-04-05 00:55 pubring.gpg
- [ A— 1 yioryos yioryos 646 2012-04-05 00:55 pubring.gpg~
“TW------- 1 yioryos yioryos 600 2012-04-05 00:55 random_seed
-[W-mmmmm- 1 yioryos yioryos 1335 2012-04-05 00:55 secring.gpg

-[W-mmmmm- 1 yioryos yioryos 1280 2012-04-05 00:55 trustdb.gpg



AAAES AELTOVPYIES TNG EPE

$ gpg --import user_test_example.asc # cicaymyn 6nuUOGLov
KAEWO10V AALOL ¥PNOTY OO apPYELO .ascC
$ gpg --edit-key "'User.test'" # vmoypoomn (sign) eionyuévov KAELS100
UE TO KO UoG KAEWIL. Oa Tpémel va EEPOVUE TO OVOUOL
ypnotn (User.test) mov oyetiCetaon ue avtod
$ gpg -list-keys # Licto TPOCOTIKOV KO E1IGNYUEVOV KAEIOIDV
$ gpg --export my_gpg_key_backup # s€ayoyn kKAeldidv yio
pvAOSN
$ gpg -e -u "Bob Crypt'" -r '""User Test'' mydoc.odt #
Kpumtoypaenon apyeiov mwote uovo o User Test va umopet va 1o
avOiCeL
$ gpg -d mydoc.odt # anokpvrtoypapnon apyeiov and User Test
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